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Debian GNU/ZLintx installer boot menu

Install

Graphic

. debian
Help 4 3
Install with speech synthesi GNUA inux

Press ENTER to boot or TAB to edit a menu entry

0 s
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1 [11] Select your location |

The selected location will be used to set your time zone and also for example to help
select the sustem locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other'’ if
your location is mot listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botsuana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zambia

2 1mbabwe

ol b Yool css @90 ¢ ((OldT Ol 9 canntdSSl O Wio ) 32l s Golbs o b CnBgo 9 el 0L ST
) dibio 3 gamm0 Al ol )3 . 399é 42190 there is no locale defined for this combination : aSly e

).Jul.‘a.ulw)u)yab

1 [1] Configure locales |

There is no locale defined for the combination of language and country you have selected.
You can now select your preference from the locales available for the selected language.
The locale that will be used is listed in the second column.

Country to base defsult locale settings on:

Antigua and Barbuda
Australia

Botsuana

Canada

Hong Kong

India

Ireland

New Zealand

Nigeria
Fhilippines
Singapore
South Africa
United dom

: 3ulS axiw layout Ol
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[11] Configure the keuboard

Keymsp to use:

Belgian
Bosnian
Brazilian
British English
Bulgarian
Bulgarian (phonetic lauout)
Canadian French
Canadian Multilingual
Catalan
Chinese

Croat lan

Czech

Danish

Dutch

Dvorak
Dzongkha
Esperanto
Estonian
Ethiopian
Finnish

French

Geuiian

Gregk
Gujaratl
Gurmukhl

G0 Back>»

3 bS] &y gey 31k 6,9 38 39790 S

1 Loading additional

Retrieving btrfs-modules-3.2.0-4-amded-di
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1 Configuring the network with DHCP |

MNetwork autoconfiguration has succeeded

Oxed 4 023, (5)135.L serverl.example.com b 4 1) pituw Lo Jlibgs o2l )3 09 - 35S 319 L) OLjuo pU

- paSao 3)lg 1) serverl bl

[1] Configure the network |
Please enter the hostname for this system.

The hostname is a single word that identifies uour sustem to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostrame :

<Go Back>» <Cont Lnue>

example.com lubgs ol 3. dials pb 03,5 5)l9
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[!) Configure the metwork |

The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
Your CONPUTErs.

Domain name:

<Go Back>» <Cont Lnue>

:root )g)ls‘_;b._a))mﬁ.ﬁ.ﬂsmwﬂ

1 [11] Set up users and passwords |

¥ou need to set a password for ‘root', the suystem administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or @ word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initlal user account will be given the power to

become root using the “sudo’ command.

Mote that you will not be able to see the password as you type it.
Root password:

<Go Back>» <Cont Lnue>

13909 o)
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[11] Set up users and passwords

Please enter the same root password again to verify that you have typed it correctly.

Re-enter password to verify:

<Go Back>» <Cont Lnue>

SRS pU 3wl andls ¢35 hid 5uS slwl administrator pb 4 )8 sslgie Jls sl « $ 2205 Gl syl

Sl 02 90 Oles o admin

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable cholce.

Full name for the new user:

<Go Back>» <Cont Lnue>
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[11] Set up users and passwords |
Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by amy combination
of numbers and more lower-case letters.

Username for your account:

<Go Back>» <Cont Lnuex

[11] Set up users and passwords |

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose & password for the new user:

<Go Back>» <Cont inue>

[11] Set up users and passwords
Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:
e —

<Cont Lnue>

N N N N N e e N N N N e e e e e e e e e e e e e e e e e e e e e e e e et e e e e T T T
A N e e e e e e e e e e e T T e S

N N N N T e e T T T s



S T N T T T e T e s

Guided - use entire disk and oLl (o9 (5 Gl - 36S (3 i)l 1) S )l B auyls s« J>
eSe adl) . swap sle 6,503 9/ BB pieaw i SO 3Sae dbul ke ex> ¥ 45 sblus SEt UP LVM —

(2am3 ploxil (Gwd )90 4 9y (530 i )b Ogdls3ds 9 jlo 4 L swigine ob Ogid95

1 [11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning wou will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

1ded - use entlre disk and set up encrypted LV
Manual

§ Sanns > Ol

1 [11]) Partition disks |

Note that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:

. p23)S QLsl ) All Files in one partition 4 ;8 L« s o)Ll B 45 ghiled . (g3 opéui by slos sl
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[1] Partition disks |
Selected for partitioning:
SCST1 (0,0,0) (sda) - ATA VBOX HARDDISK: 32.2 GB

The disk can be partitioned using one of several different schemes. If you are unsure,
choose the first one.

Partitioning scheme:

me it
Separate shome, Jusr, fvar, and stmp partitions

S olxiil [, Yes 4w 45 - Write the changes to disks and configure LVM? Jlgw Ols=>

1 [11] Partition disks |

Before the Logical Volume Manager can be configured, the current partitioning scheme has
0 be written to disk. These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning
scheme of disks containing phusical volumes are allowed during the installation. Please
decide if you are satisfied with the current partitioning scheme before continuing.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

Write the changes to disks and configure LVM?

. a8 ol ) Finish partitioning and write changes to disk 4 33 sl 5

10
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[11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrupted volumes

LVM VG serverl, LV root - 30.6 GB Linux device-mapper (linear)
#1 30.6 GB f extd 7

LVH VG serverl, LV swap_1 - 1.4 GB Linux device-mapper (linear)

#1 -4 f swap SuaEp

SCSI1 (0,0,0) (sda) - 32.2 GB ATA VBOX HARDDISK
#1 primary 254.8 MB f ext2 /fboot
#5 logical 32.0 GB K lvm

t Cawl 23 s (ol el Jl> . Sl 200

ool hYes s d> e >

[11] Partition disks |

If you continue, the changes listed below will be weitten to the disks. Otherwise, wou
will be able to make further changes manually.

The partition tables of the following devices are changed:
LY VG serverl, LV root
LY VG serverl, LV swap_1
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:
LWM WG serverl, LV root as extd
LVM VG serveri, LV swap_l as swap
partition #1 of SCSI1 (0,0,0) (sda) as ext2

Hrite the changes to disks?

11
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1 Installing the base system |

Extracting perl-base...

I ¢ 29103, alitul & 20yl G2 pb 1 Old @ pes canai €0 1 ST 338 53325 1) APE B 2p)05 b 32y al> a0
&JF S 1948 Vgene) 23S Ll ) network mirror ,giS . S esliwwl network mirror jI sguls
23 Ol sla repository ;s apt ¢35 CunT §lw JS0s Jhas - (398 o Ol 3)05 418 olws Wheezy

23b g0 /etc/apt/sources.list juume

3ol e MySQL a5l a5 S 9 Mail server . DNS server . web server G 4 bod (2,8 i O )g0 4

190 S Sy @l9 U3 eadl LS 395 piuw ($9) (oS LIS eadlyduse L) eulS (od bl 1) SO et Ued Ll

I, SSH server g Standard system utilities caowd cul )5 . 3, eadlss Cuds Iy sws Jgb 4 1) 395 jlis

(298 Jaog pium 4 95 ol jl pilgis Sl 5l ) paiS (o0 LSt

: 30iS Ol ) VS 45 dtand GRUB i 3 Jolo LT 45 3940 g0 3mmw 3y Lot il ¢ el (sl Sy connsi 1 325
Install the GRUB boot loader to the master boot record?

) OLL 4 Ol Jole el s

SSH g pus i —F

P38 i ) OT j2Jj sgiws b 3wlgs o ¢ 303 )85 i |) OPENSSH g puw ¢ pltamaan causds (u> 43 S|
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apt-get install ssh openssh-server

Jrog i 4 93 81y jI PUTTY silea SSH Client sla 1381 p 5 jl asbitwl b suilgs (oo sg pmw (2l cnas I 32y

b sl ) b gs opl Olgiws il 9 309

vim 8l mg cuas -0

apt-get install vim-nox

P S (S0 S —F

Jl> 5,650 DHCP 33 ,b jl 95 ol 45 Ologhils 45 30358 025 (509b 9 pitaamawn « Ol s J1p0 4 S|
23S 1) e b buly S . 3bl Sl Olo sgpw 4Sud 3T 4 @u)ls Sl Lo L 3aa> puss 15T b

35S 3l 1) QU s Sl 4 T 9 3wiS il s 515 )18 /etc/network/interfaces jume

vim /etc/network/interfaces

# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).

# The Joopback network interface
auto lo

iface lo inet loopback

# The primary network interface
#allow-hotplug ethO

#iface ethO inet dhcp

13
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auto ethO

iface ethO inet static
address 192.168.0.100
netmask 255.255.255.0
network 192.168.0.0
broadcast 192.168.0.255

gateway 192.168.0.1

DS SLESiL o )bes ) sgiwd L) 295 4Sud Gy g e >

/etc/init.d/networking restart

CS G ) 595 s S OL e J>

vim /etc/hosts

127,001 localhost.localdomain localhost

192.168.0.100 serverl.example.com  serverl

# The following lines are desirable for IPvé6 capable hosts
i1 localhost ip6-localhost ip6-loopback
fr02::1 jp6-allnodes

fr02::2 jp6-allrouters

209 pebio B Ol jue eabiis 1 45 38 12l 1) ) sgiws Jl>

echo serverl.example.com > /etfc/hostname
/etc/init.d/hostname.sh start

.)..3.25|).?|)..33|9560Io.b|))._{)b|),h)
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hostname
hostname -f

. a0 glis |y serverl.example.com jgiws 95 ja o>9,> 2L
Oles 03,8 coxT -V

L ssilgise « 3l 03,5 eubis wheezy-updates |, olus by (repository) s Ll « sources.list b 5 S|
ki 15 Ol slod Lo sources.list Jubb 45 sawS g2 . 2 ConTl) Olus 2l 4 ) giws sl

EVAE WA

vim /etc/apt/sources.list

deb http://ftp.de.debian.org/debian/ wheezy main contrib non-free

deb-src http.//ftp.de.debian.org/debian/ wheezy main contrib non-free

deb http://security.debian.org/ wheezy/updates main contrib non-free

deb-src http.//security.debian.org/ wheezy/updates main contrib non-free

# wheezy-updates, previously known as 'volatile'
deb http://ftp.de.debian.org/debian/ wheezy-updates main contrib non-free

deb-src http.//ftp.de.debian.org/debian/ wheezy-updates main contrib non-free

CS =l ) sgiws

apt-get uypdate

32 IS 1) 2 g 0313 0L sl 2SS 058 Jg) 4 sl 2
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apt-get upgrade

1 Ol 428 i shell juss -A

O xS s |y bash shell b 1> jbs Lo Lol Cawl cuai 0lus 53, dash shell (5,8 Ly ©)ge @

S (0 03latwl o jygiws jl Juds Haod

apkg-reconfigure dash

.,o'.y'/)/fuo)gno ‘).'.‘/"//}“"C"“'éf/)}
Use dash as the default system shell (/bin/sh)? <--No

i Sl 03,5 09 )i 9

303 99 5Ster NTP IS5 9 33 b 1) otaampan Cucln 45 Camsl (] 295 2391 45

apt-get install ntp ntpdate

- Cawl 09 S 8)lg0n OU el Cuclw Sl ol >

binutils g rkhunter . phpMyAdmin .MySQL . Dovecot . Postfix wuas K

:m;sg,‘,as)i),,zm&ilgmsl,swl,mggb@&m

apt-get install postfix postfix-mysgl postfix-doc mysql-client mysql-server openss/ getmail4 rkhunter binutils
dovecot-imapd dovecot-pop3d dovecot-mysgl dovecot-sieve sudo

16
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323 gy LT 4 3L 45 390 (g0 030 g Lo 1 o j ©Vlgan « OT I oy

General type of mail configuration: <--Internet Site

System mail name: <-- serveri.example.com

New password for the MySQL "root" user: <--yourrootsqlpassword

Repeat password for the MySQL "root" user: <-- yourrootsqlpassword

: S 50 jL pOstfix ,3 1, submission 9 TLS/SSI sla )9y « 322 > 40 3

vim /etc/postfix/master.cf

solizwl &T jI ls3 oi Ly auS Jled i |, milter_macro_daemon_name=0RIGINATING & be 3L

oS

L.]

submission inet n - - smtpd

-0 syslog_name=postfix/submission

-0 smtpd_tls_security,_level=encrypt

-0 smipd_sas/_auth_enable=zyes

-0 smipd_client_restrictions=permit_sas/_authenticated,reject
# -0 milter_macro_daemon_name=ORIGINATING
smips inet n - - - - smipd

-0 syslog_name=postfix/smtps

-0 smipd_tls_wrappermode=yes

-0 smtpd_sas/_auth_enable=yes

-0 smipd_client_restrictions=permit_sas/_authenticated,reject

# -0 milter_macro_daemon_name=ORIGINATING

[.]

17
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/etc/init.d/postfix restart

/etc/mysal/my.cnf juue y3 a5 my.cnf J bl 325 j5e5 4S5 sl ul) 2o 4 MYSQL S eaalysus

P,‘Swdlss)‘;l)blnd-address=127001 )wggﬁg@jﬁlﬂg 1)l )|)§

vim /etc/mysgl/my.cnf

V]
# Instead of skip-networking the default is now to listen only on
# localhost which is more compatible and is not less secure.

#bind-address =127.001

L.]

- S (50 3320 SLEGSL |, MySQL Jl>

/etc/init.d/mysql restart

.ﬁisuo|).>_||)).3_)J,.'£.w)MS@)[S&J)Q@&,&(F@MQ|G|H

netstat -tap [ grep mysgl

38U ) b 2 Jolo 29,5

root@serverl:~# netstat -tap | grep mysql
tcp 0 0 *:mysql xok LISTEN 26757/
mysqgld

root@serverl:~#

Clamav 9 SpamAssassin . Amavisd-new cuas -1

18
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'P:SWIRIIJH)JSL“"”QLSLQG:S‘.,MLSb'!

apt-get install amavisd-new spamassassin clamav clamav-daemon zoo unzip bzip2 arj nomarch lzop cabextract
apt-listchanges libnet-ldap-per/ libauthen-sas/-per/ clamav-docs daemon libio-string-per! libio-socket-ss/-per/
libnet-ident-per/ zip libnet-dns-per/

30 0 M« 2Sue I35 ,L 1) SpamAssassin iké alsuls 45 1, amavisd « ISPConfig 3 cuas axT,8

t oS ST RAM I )lxio B @y 0 (50 JS3 1) SPamASsassin b ¢yl b

/etc/init.d/spamassassin stop
update-rc.d -f spamassassin remove

mcrypt g Pear «suExec . FCGI . phpMyAdmin « PHPS5 Apache2 cuas -1y

2394 (g0 E9 b o) 2w L UL S FSy

apt-get install apacheZ apachel.2-common apache2-doc apache2-mpm-prefork apache2-utils libexpatl ss/-cert
libapache2-mod-php5 php5 php5-common php5-gd php5-mysql php5-imap phpmyadmin php5-cli php5-cgi
libapache2-mod-fcgid apacheZ-suexec php-pear php-auth php5-mcrypt mcrypt php5-imagick imagemagick
libapache2-mod-suphp libruby libapache2-mod-ruby libapache2-mod-python php5-curl php5-int/ php5-
memcache php5-memcached php5-ming php5-ps php5-pspell php5-recode php5-snmp php5-sqlite php5-tidy
php5S-xmirpc php5-xs/ memcached

Web server to reconfigure automatically: <-- apache2
Configure database for phpmyadmin with dbconfig-common? <-- No

SS9 2gd Jled (actions ¢ ssl . rewrite . suexec) Apache sl Jgjlo b suiS Lzl 1) o) sgiws 0T jl pw

: 3w Jled jw 1) auth_digest cdav dev_fs ¢ a5 )G |, WebDAV sualgsuse

alenmod suexec rewrite ssl actions include

aZenmod dav,_fs dav auth_digest

:3S L |, /etc/apache2/mods-available/suphp.conf LG . J>

19
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vim /etc/apache2/mods-available/suphp.conf

application/x-httpd-suphp .php .php3 ks 5 Jké e |, <FilesMatch "\.ph(p3?|tml)$"> i 5
: 39945 | )= SUPHP LPHP sl Jbb 4on U 35S a8Lsl 1, .php4 .php5 .phtml

<IfModule mod_suphp.c>
#<FilesMatch "\.ph(p3?/tm/)$">
#  SetHandler application/x-httpd-suphp
#</FilesMatch>
AddType application/x-httpd-suphp .php .php3 .php4 php5 .phtm/
SUPHP_AddHandler application/x-httpd-suphp

<Directory />
SUPHP_Engine on
</Directory>

# By default, disable suPHP for debian packaged web applications as files
# are owned by root and cannot be executed by suPHP because of min_uid.
<Directory /usr/share>

SUPHP_Engine of f
</Directory>

# # Use a specific php config file (a dir which contains a php.ini file)

#  SuPHP_ConfigPath /etc/php5/cgi/suphp/

# # Tells mod_suphp NOT to handle requests with the type <mime-type>.
#  SuPHP_RemoveHand/er <mime-type>

</IfModule>

23S SLis L 1) Apache e g « ol jl pa

/etc/init.d/apachel restart

2L ¢ 23S 5 jue ¢ 351 023 3lowl ISPCONFIg L 45 ol culs 59,1 49381 L 1) Ruby sla ol saalys o S|
: 3S Jled jue /etc/mime.types Jb 5 application/x-ruby rb ks

vim /etc/mime.types

[.]
#application/x-ruby rb

[.]

2513 S TOX @933l b RUDY (sla 36 ¢ canl 1D (sl Julb (sl baid IS oyl
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2SSl jL | Apache (d> o cpl 1 G

/etc/init.d/apachel restart

: Xcache -1V,)
. Cawl Y9 690 PHP sld L (s jlw 5 5453 9 (sjlw 4iage sl » Opcode cache & Xcache

: 3wS o 9w b Xcache

apt-get install php5-xcache

S Sl | Apache jusg w < V>

/etc/init.d/apachel restart

: PHP-FPM -\ ¥,V

PHP- 394 0 s3litwl Apache b 45 cuwl axi 0313 41,8 PHP 3Ll 5o S5 « ISPCONFig 3oy 43 V,e 0 dbens Ji

FPM
Lol &S a8 cds ) e2J1> mod_fastegi Jgjl 4 jls L « Apache ol o 4 PHP-FPM jl sslizwl !
PHP-FPM a5 (.5 0 JISG PHP-FPM L mod_fcgid Olgs so5 Lol 33l duis (Jus | « 39 055 oLzl mod_fegid

: Cawl o j y9iws L Apache b

apt-get install libapache2-mod-fastcgi php5-fpm

2wl S0 ) Apache Gusg w9 auS Jled 1) o

alenmod actions fastcgi alias
/etc/init.d/apachel restart

: PHP oLsl sla 05ys -1 P W
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buwgi QLbl JB) yomw SO 9 PHP Gilise sy 0Jus 21> ol ¢ ISPConfig sy 4 ¥,,0 4sews Jl
Sle b ) s sslgs (o 359d 1,21 siilgs o PHP-FPM 5 FastCGl @ b jl 45 eadl ausls (ISPConfig
Sules aellhe ISPConfig (sau S S99%z 9 (FastCGl g PHP-FPM) PHP 35 ¢l 0oy el 350

How To Use Multiple PHP Versions (PHP-FPM & FastCGl) With ISPConfig 3 (Debian Wheezy).

: Mailman cuas -y

BB g0 PS4 ) (B3> ¢ juuss sl IMailman Juo Cand Cu use oLl ISPCONFig ¢ 32y 4 V0 455

apt-get install mailman

: (fa : Farsi cen: English) suS sl 1) 0L SO J8lo>

Languages to support: <-- en (English)
Missing site list <-- Ok

oS 3Ll sl o Canmd S @13 s ¢ ol ol 1) Mailman ety 4l I Jud

newlist mailman

root@serverl:~# newlist mailman
Enter the email of the person running the list: <--

listadmin@example.com ,%5 &)ke 4 b admin Juesl w1
Initial mailman password: <-- admin password for the mailman list

Wlpwg Blall) pj Olgws (yiwl g ) /etc/aliases Jb ab« 3uds 4l 1) Juo Camd Slows] 4S5l (510

: 35S 1=>11, 'newaliases’

## mailman mailing list

mailman: "|/var/lib/mailman/mail/mailman post mailman"
mailman-admin: "|/var/lib/mailman/mail/mailman admin mailman"
mailman-bounces:  "|/var/lib/mailman/mail/mailman bounces mailman"
mailman-confirm:  "|/var/lib/mailman/mail/mailman confirm mailman™
mailman-join: "|/var/lib/mailman/mail/mailman join mailman™
mailman-leave: "|/var/lib/mailman/mail/mailman leave mailman™
mailman-owner: "|/var/lib/mailman/mail/mailman owner mailman"

mailman-request:  "|/var/lib/mailman/mail/mailman request mailman™

22
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mailman-subscribe:  "|/var/lib/mailman/mail/mailman subscribe mailman™
mailman-unsubscribe: "|/var/lib/mailman/mail/mailman unsubscribe mailman”

Hit enter to notify mailman owner... <-- ENTER

root@serverl:~#

:2S UL |, /etc/aliases b 80l sl

vim /etc/aliases

t3walos 63L51 1) ) bohs g

[.]

## mailman mailing list

mailman: "I /var/lib/mailman/mail/mailman post mailman"
mailman-admin: “I/var/lib/mailman/mail/mailman admin mailman”

mailman-bounces:  "[/var/lib/mailman/mail/mailman bounces mailman"
mailman-confirm:  "[/var/lib/mailman/mail/mailman confirm marlman”

mailman-join: "l /var/lib/mailman/mail/mailman join mailman"”
mailman-leave: " /var/lib/mailman/mail/mailman leave mailman”
mailman-owner: "I /var/lib/mailman/mail/mailman owner mailman"

mailman-request:  "[/var/lib/mailman/mail/mailman request mailman"
mailman-subscribe: "[/var/lib/mailman/mail/mailman subscribe mailman"
mailman-unsubscribe: "[/var/lib/mailman/mail/mailman unsubscribe mailman"

newaliases

13wl SL&ijL | Postfix « Ji>

/etc/init.d/postfix restart

13w bos Jled Mailman sl 1) Apache Oleabiss 30b « Lgsl o

In -s /etc/mailman/apache.conf /etc/apachel/conf.d/mailman.conf

o 4 39 oo iy Apache jlxe sl Objse e lx /cgi-bin/mailman jleiws gb ¢ 0T jI o3kl

http://<vhost>/cgi- wssT 4 Cumd S Mailman copse bl 4 gwpwd  gly uly

23

N N N N N N e e N N e e e N N N N N N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e T e Tt Tt T e A
A N e e e e e e e e e e e T T e S

N N N N T e e T T T s



N N N N T T e T T s

http://<vhost>/cgi- jume 43 Camd Juo S OIS L9 Oilxiuo 9 399 0 >bin/mailman/admin/<listname
oad)T 4 3uilgs 0 jw http://<vhost>/pipermail juwo 4. 3515 1,8 bin/mailman/listinfo/<listname>.

S g o i B S o

23w lod 330 S 1) Apache u g « do o ol jl s

/etc/init.d/apache?l restart

: 38 jLET 1) Mailman ¢gesls

/etc/init.d/mailman start

Quota g PureFTPd —uas -

: 359 g0 mas Quota g PureFTPd ) ysiws b

apt-get install pure-ftpd-common pure-ftpd-mysql quota quotatool

: 2w il |y /etc/default/pre-ftpd-common J

vim /etc/default/pure-ftpd-common

: 280 oxb iy »25 VIRTUALCHROOT=trUE laio 5 03 Jlab £9,5 3o 45 398 (yiebio 9

[.]
STANDALONE_OR_INETD=standalone
[..]

VIR TUALCHROOT=true

[.]

Cal (ol Sl JSS9 03 SO FTP . o> Cudled oLl TLS 9 FTP Oludr 40 b 0xiS0 (53525 |, PureFTPd .« V>
oy 335195 g0 LIl e « TLS jl oslinwl b . a2 (o0 Jlsl clear text &jgo 4 1) b o3ls 9 b ju) den <S1

D9 g0 )5 ol FTP el ul ¢ 359 I

£ 30 Lzl 1) po sgiws ¢ oas> Caled 0Ll TLS 9 FTP 4 aSl (sl »
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echo 1> /etc/pure-ftpd/conf/TLS

)18 [etc/ssl/private juws s3> jgzme (2l padlydess . puiS 3l SSL jeore U 3L ¢ @uiS a3kl TLS 1 4SSl sl 0
S (g0 Sl L) pliS )90 (50958 pls Iaul ol b 25L ails

mkdir -p /etc/ssl/private/

)J)),.-.w)bPJ)L»GoDSSL),:usz).aUﬂ)Im

openss/ req -x509 -nodes -days 7300 -newkey rsa:2048 -keyout /etc/ssl/private/pure-ftodpem -out
/etc/ssl/private/pure-fipd pem

: )9S ol
Country Name (2 letter code) [AU]: <-- Enter your Country Name (e.g., "DE").

: bl |°U
State or Province Name (full name) [Some-State]: <-- Enter your State or Province Name.

: g pb

Locality Name (eg, city) []: <-- Enter your City.

: Olojls pU

Organization Name (eg, company) [Internet Widgits Pty Ltd]: <-- Enter your Organization Name
(e.g., the name of your company).

:@M'oli

Organizational Unit Name (eg, section) <-- Enter your Organizational Unit Name (e.g. "IT

Department").

: ub),’ fob
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Common Name (eg, YOUR name) <-- Enter the Fully Qualified Domain Name of the system
(e.g. "serverl.example.com").

: J.«.oa' un))T
Email Address <-- Enter your Email Address.

£ 340 i ) SSL jgome (g piaws b « 32 dl> o >

chmod 600 /etc/ssl/private/pure-ftpd pem

tawS SLESjL o bgs |, PureFTPd. Ul>

setc/init.d/pure-ftpd-mysql restart

oS il gm0 sslea |, /etc/fstab ol

vim /etc/fstab

# /etc/fstab: static file system information.

#

# Use 'blkid' to print the universally unigue identifier for a

# device, this may be used with UUID= as a more robust way to name devices

# that works even if disks are added and removed. See fstab(5).

#

# <file system> <mount point> <type> <options>  <dump> <pass>
/dev/mapper/serveri-root / ext4 errors=remount-
ro,usr.jquota=quota.user,grpjquota=quota.group, jgfmt=vfsv0 0 1

# /boot was on /dev/sdal during installation
VUID=46d1bd79-d761-4b23-80b8-ad20cb18e049 /boot ext? defaults o 2
/dev/mapper/serveri-swap_1 none swap sw o 0

/dev/sr0 /media/cdrom0 udf,is09660 user,noauto 0O 0

:3uiS =l ) w) sgws cQuota gjlw Jled sl

mount -o remount /

guotacheck -avugm
qguotaon -avug
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BIND DNS Server cuas -0

apt-get install bind9 dnsutils

AWstats g Webalizer ( Vlogger cuas -5

1359l g0 mal o) giwd L AWStats 9 Webalizer . Viogger

apt-get install viogger webalizer awstats geoip-database libclass-dbi-mysq/-per/

: 35 jb | /etc/cron.d/awstats J,1

vim /etc/cron.d/awstats

23an3 S Ol s 1) ) Olygiws 9

HMAIL TO=root

Z*10 * * * * www-data [ -x /usr/share/awstats/tools/update.sh ] 44
/usr/share/awstats/tools/update.sh

# Generate static reports:
#10 03 * * * www-data [ -x /usr/share/awstats/tools/buildstaticsh ] &4
/usr/share/awstats/tools/buildstatic.sh

aST) : S SO A ) Olgws b g . suis chroot SSH OlJS 4 sudlgsn Lo 45 5o o oolawl Galn) Jailkit

(-39 o5 s OT 320 13 j 394 cmai ISPCONFIG s I Ju 3L Jailkit 4]

apt-get install build-essential autoconf automakel.9 libtool flex bison debhelper binutils-gold

cd /tmp
wget http.//olivier.sessink.nl/jailkit/jailkit-2.15.1ar.gz
tar xvfz jailkit-2.15.tar.gz
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| cdjailkit-2.15 |
i ./debian/rules binary :
23S s 1) Jailkit Oles sl 2S5 30l jbs V>
cd.

apkg -i jailkit_2.15-1_*deb
rm -rf jailkit-2.15*

fail2ban cuas -1A

s 325 Olas ) b SY 1S o 2 ISPCONFIE giile ) 39 cands 358 o0 duosy Lol ol (s )Ll 4y 58 ol

apt-get install failZban

: 23S 3wl |y /etc/fail2ban/jail.local Js6 « 35S ,gle |, Dovecot g PureFTP slg « fail2ban 4sul sl

vim /etc/failZ2ban/jail.local

[pureftpd]

enabled = true

port = ftp

filter = pureftpd
logpath = /var/log/syslog
maxretry = 3

[dovecot-pop3imap]

enabled = true

filter = dovecot-pop3imap

action = [ptables-multiport/name=dovecot-pop3imap, port="pop3 pop3s,imap,imaps”, protocol=tcp]
logpath = /var/log/mail.log

maxretry = 5

[sasl]
enabled = true
port  =smfp

filter = sas/
logpath = /var/log/mail.log
maxretry = 3

P S slwl ) ) i L1 9>
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vim /etc/fail2ban/Filter.d/pureftpd.conf

[Definition]
failregex = . *pure-fipd: \(*@<HOST>\) \[WARNING\ ] Authentication failed for user.*
ignoreregex =

vim /etc/failZban/filter.d/dovecot-pop3imap.conf

[Definition]

failregex = (?: pop3-loginfimap-login): . *(?:Authentication failure/Aborted login \(auth
failed|Aborted login \(tried to use disabled|Disconnected \(auth failed|Aborted login \(\d*
authentication attempts). *rip=(?P<host>\S5*),. *

Ignoreregex =

3w lod 3aze SLEG U 1) fail2ban ( d> o ol jl a2

/etc/init.d/fail2ban restart

SquirrelMail cuas -119

138 Lzl 1) giws < SquirrelMail cuas sl 0

apt-get install squirrelmar/

23S (635, 1) OT ¢ Gusww

squirrelmail-configure

:3S a3lixwl Dovecot-IMAP/-POP3 b 35 eubis SquirrelMail s,b Jl>

SquirrelMail Configuration : Read: config.php (1.4.0)

Main Menu --

1. Organization Preferences
2. Server Settings

3. Folder Defaults

4. General Options

5. Themes
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6. Address Books

7. Message of the Day (MOTD)
8. Plugins

9. Database

10. Languages

D. Set pre-defined settings for specific IMAP servers

C Turn color on
S Save data

Q Quit

Command s> <-- D

Squirre/Mail Configuration : Read: config.php

While we have been building Squirre/Mail, we have discovered some
preferences that work better with some servers that don 't work so
well with others. If you select your IMAP server, this option will
set some pre-defined settings for that server.

Please note that you will still need to go through and make sure
everything is correct. This does not change everything. There are
only a few settings that this will change.

Please select your IMAP server:
bincimap = Binc IMAP server
courier = Courier IMAP server
cyrus = Cyrus IMAP server
dovecot = Dovecot Secure IMAP server
exchange = Microsoft Exchange IMAP server
hmailserver = hMailServer

macosx = Mac OS5 X Mailserver

mercury32 = Mercury/32

uw = University of Washington's IMAP server
gmail = IMAP access to Google mail (6mail) accounts
quit = Do not change anything

Command >»> <-- dovecot

imap_server:_type = dovecot
default_folder._prefix = <none>
trash_folder = Trash
sent_folder = Sent
draft_folder = Drafts
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show_prefix_option = false
default_sub_of_inbox = false
show,_contain_subfolders_option = false
optional_delimiter = detect
delete_folder = false

Press any key to continue... <-- press a key

SquirrelMail Configuration : Read: config.php (1.4.0)

Main Menu --

Organization Preferences
. Server Settings

. Folder Defaults

. General Options

Themes

. Address Books

. Message of the Day (MOTD)
. Plugins

. Database

10. Languages

VNSO A WNN

D. Set pre-defined settings for specific IMAP servers

C Turn color on
S Save data

Q Quit

Command >> <-- S

SquirrelMail Configuration : Read: config.php (1.4.0)

Main Menu --

Organization Preferences
. Server Settings

. Folder Defaults

. General Options

Themes

. Address Books

. Message of the Day (MOTD)
. Plugins

. Database

10. Languages

VOO NGO ANWNS

D. Set pre-defined settings for specific IMAP servers
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C Turn color on
S Save data

Q Quit

Command »>»> <-- Q

Jeiwo s pU I osliwl b b Colw 03 Gob Jl Olgt U oS (o 30,5¢ 1) SquirrelMail L . Jl>
L 3uwilgd o0 390 WWW.eXample.com ob cubw w9 51 W . bl o piws 0T 4 /webmail g /squirrelmail
SquirrelMail 4  www.example.com/webmail L www.example.com/squirrelmail sl w)s1

RSV RV AR

Apache huwgi Lol 515 1,8 /etc/squirrelmail/apache.conf s ,5 Squirrelmail’s Apache (sai S Jo16
pb 4 ¢l symlink oG il . sl L8 Jetc/apache2/conf.d  juwe U3 Luj 398 (05 39
/etc/squirrelmail/apache.conf 4 45 o sbwl /etc/apache2/conf.d e 3 squirrelmail.conf

t paiS (g0 39) 1332 |y Apache OT jl aes 9 xS 0 0 )L

cd /etc/apache2/conf.d/
In -s ../../squirrelmail/apache.conf squirrelmail.conf
/etc/init.d/apachel reload

: S (0 Ll /etc/apache2/conf.d/squirrelmail.conf Jsb . Jl>

vim /etc/apache2/conf.d/squirrelmarl.conf

DS o VLAl OT 1) ) byhs 5

L.]
<Directory /usr/share/squirre/marl>
Options FollowSymlLinks
<IfModule mod_php5.c>
AddType application/x-httpd-php .php

php_flag magic_quotes_gpc Off
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php_flag track_vars On

php_admin_flag allow_ur|_fopen Off

php_value include_path .

php_admin_value upload_tmp_dir /var/lib/squirre/mail/tmp

php_admin_value open_basedir
/usr/share/squirrelmail:/etc/squirrelmail./var/lib/squirrelmail./etc/hostname./etc/mailname

php_Flag register._globals of f
</TfModule>
<I'fModule mod_dir.c>
DirectoryIndex index.php

</ITfModules

# access to configtest is limited by default to prevent information leak
<Files configtest.php>
order deny,allow
deny from all
allow from 127.0.0.1
</Files>
</Directory>

fore]

: 38 sbwl |, /var/lib/squirrelmail/tmp (s, 9:8 1>

mkdir /var/lib/squirrelmarl/tmp

: au 0 WWW-data )58 4 1) sy

chown www-data /var/lib/squirrelmail/tmp
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228 SLisjL Isaze | Apache g o < V>

/etc/init.d/apachel reload

G &S NS 0 i /squirrelmail leiue Pl S /etc/apache2/conf.d/squirrelmail.conf Jsl: o451 o2
2 23S g0 o)Ll 3 15 )18 /usr/share/squirrelmail juwe s3> 45 SquirrelMail leabis (5,958 515
23wl i SquirrelMail 4 o) sla (o9, Jl (SO L swlys o0 V>

http://192.168.0.100/squirrelmail
http://www.example.com/squirrelmail

Gdl> gy OT 4 i OB §ime Oliie SIS Sy Guob Jl 38315 (o0 w8 23,5 wai |, ISPConfig 4Suljl ey

P bl
http://serverl.example.com:8080/squirrelmail

Jb o S el /squirrelmail  gl> 4 /webmail lewe pb GG b bl S
: 35 jL 1, /etc/apache2/conf.d/squirrelmail.conf

vim /etc/apache2/conf.d/squirrelmarl.conf

t ) IS silod swlos 4dLal OT @ |y Alias /webmail /usr/share/squirrelmail Ls o

Alias /squirrelmail /usr/share/squirre/mail
Alias /webmail /usr/share/squirrelmar/

L.]

2wl LU Isaze | Apache Guw 9

/etc/init.d/apacheZ reload

2 C8L, o i SquirrelMail 4 o) sl o9 il (SO L Olss (00« V>

http://192.168.0.100/webmail
http://www.example.com/webmail
http://serverl.example.com:8080/webmail
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2bb o p3y Ol ISPCONFIG JolS caas jl 3 ¢ 53T ol 4zl

0 algn Ol U suS e webmail.example.com silea silre Objwe SO daalss 0 S|
B 4 L e Gibe Ol Olghs b 0 b sl waws  SquirrelMail

: s les wdLal /etc/apache2/conf.d/squirrelmail.conf

vim /etc/apacheZ/conf.d/squirrelmail.conf

[

<VirtualHost 1.2.3.4.80>
DocumentRoot /usr/share/squirrelmar/
ServerName webmail.example.com

</VirtualHost>

Sl DNS 5,58, o 2l 45 sudl aals Jl5 > e ) ool - 38 Sl s P GusT L1, 1.2.3.4
3310315 J18 (gilme OL jwo (S0, kb U3 45 Gl IP w)sT 4 45 3iL 4l 5929 webmail.example.com
4l 3929 ISPConfig ,> webmail.example.com (sjlxe Oljue 309 robe 4SSl S5 4SS 9 S o Ll

23l

: 3uiS 39) I33x0 |, Apache (V>

/etc/init.d/apachel reload

: 3wl ow i http://webmail.example.com w57 &b jl SquirrelMail 4 aslgs o Jb> 9
ISPConfig 3 cuas -y.

S 3ylg 1y PPN ISPConf|g3 i sl

cd /tmp

wget http.//www.ispconfig.org/downloads/ISPConfig-3-stable.tar.gz
tar xfz ISPConfig-3-stable.tar.gz

cd ispconfig3_install/ install/
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23S 2l ) o) pgians ¢ (sa=s pad

php -q install.php

) o e 9 Dovecot  Postfix silod b w9 ded 9 3,5 salgs IS 4 g9 04 ISPCoNfig 3 Clas « ygiws I b

3,8 salss sk Sy

root@serverl./tmp/ispconfig3_install/install# php -q install.php
PHP Deprecated: Comments starting with '#' are deprecated in /etc/php5/cli/conf.d/ming.ini on line 1 in Unkn
own on line O

L /| \/__\ /() /)

[N -7/ [ __ _//

[ =N 7NN

NN NN —

/AN NN
/1

[/

>» Initial configuration

Operating System: Debian or compatible, unknown version.

L Laid Lo 9 5 1 )13 [] o U228 Ui p2olio L 59 (g0 D 3w ISPConfig 4._1Jp|m£.;5,_5|)._: Jlgw $3l35 0 J>

t 3w lod <ol ) “QUIt” & )le cuas iBg5 (5l . S 3wl ) oT Enter s

Select language (en,de) [en]: <-- ENTER
Installation mode (standard,expert) [standard]: <-- ENTER

Full qualified hostname (FQDN) of the server, eg serverl.domain.tld [serverl.example.com]: <-- ENTER

MySQL server hostname [localhost]: <-- ENTER
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MySQL root username [root]: <-- ENTER

MySQL root password []: <-- yourrootsglpassword
MySQL database to create [dbispconfig]: <-- ENTER
MySQL charset [utf8]: <-- ENTER

Generating a 4096 bit RSA private key

Cawl yigr 45 Cawl jgomo Cawlgs ) b (§1 0 45 Gl SleMbl 03,8 3 )l (1w« 398 o0 83w 0 ) )3 &S SVlgw
S 0SS L aS 6 K pavs g 35 o0 G lade b ad paes . 39 Cawyd 9 GaBdg JelS

Country Name (2 letter code) [AU]: <-- ENTER

State or Province Name (full name) [Some-State]: <-- ENTER
Locality Name (eg, city) []: <-- ENTER

Organization Name (eg, company) [Internet Widgits Pty Ltd]: <-- ENTER
Organizational Unit Name (eg, section) []: <-- ENTER
Common Name (e.g. server FQDN or YOUR name) []: <-- ENTER
Email Address []: <-- ENTER

Configuring Jailkit

Configuring Dovecot

Configuring Spamassassin

Configuring Amavisd

Configuring Getmail

Configuring Pureftpd

Configuring BIND

Configuring Apache

Configuring Viegger

Configuring Apps vhost

Configuring Bastille Firewall

Configuring Fail2ban

Installing ISPConfig

ISPConfig Port [8080]: <-- ENTER

Do you want a secure (SSL) connection to the ISPConfig web interface (y,n) [y]: <-- ENTER
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Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]: <-- ENTER

State or Province Name (full name) [Some-State]: <-- ENTER

Locality Name (eg, city) [J: <-- ENTER

Organization Name (eg, company) [Internet Widgits Pty Ltd]: <-- ENTER
Organizational Unit Name (eg, section) []: <-- ENTER

Common Name (e.g. server FQDN or YOUR name) []: <-- ENTER

Email Address []: <-- ENTER

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []: <-- ENTER

An optional company name []: <-- ENTER

writing RSA key

Configuring DBServer

Installing ISPConfig crontab

no crontab for root

no crontab for getmail

Restarting services ...

Stopping MySQL database server: mysgld.

Starting MySQL database server: mysqgld ..

Checking for tables which need an upgrade, are corrupt or were

not closed cleanly..

Stopping Postfix Mail Transport Agent: postfix.

Starting Postfix Mail Transport Agent: postfix.

Stopping amavisd: amavisd-new.

Starting amavisd: amavisd-new.

Stopping ClamAV daemon: clamd,

Starting ClamAV daemon: clamd .

Restarting IMAP/POP3 mail server: dovecot.

[Tue May 07 02:36:22 2013] [warn] NameVirtualHost *:443 has no VirtualHosts
[Tue May 07 02:36:22 2013] [warn] NameVirtualHost *.80 has no VirtualHosts
[Tue May 07 02:36:23 2013] [warn] NameVirtualHost *:443 has no VirtualHosts
[Tue May 07 02:36:23 2013] [warn] NameVirtualHost *.:80 has no VirtualHosts
Restarting web server: apachel ... waiting .

Restarting ftp server: Running: /usr/sbin/pure-ftpd-mysgl-virtualchroot -/ mysql./etc/pure-
ftod/db/mysgl.conf -/ pam -H -O clf./var/log/pure-ftpd/transter.log -Y 1 -D -u 1000 -A -E -b -8 UTF-8 -B
Installation completed.

root@serverl:/tmp/ispcontig3_install/install#

- G (S (G el 4 Lo 9 3 g0 i ) B g paw dod JIS393 O ygu0 4 ¢ Ol
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slx https:// jlhttp:// sl> 4 45 23S sl ISPConfig Jiy J s sl SSL S5 45 515 3929 OlSal ¢yl 4l
Do you want a secure (SSL) connection Jlgw 9325 @ge SISl sl - 398 a3liwl Jiy J S 4 03 5l

. 3 » Enter . to the ISPConfig web interface (y,n) [y

3900 S0 L) 2 90 95 3 S 2L ISPCONFig 3 4y (s piaws sl (ol 1 32

https://serverl.example.com:8080/

https://192.168.0.100:8080/

: 399% ISPConfig Jiy J s 5 lg cadmin 59,9 joy 9 s pb b

%) ISPConfiy - Moilla Firefox ol =l
B Bt Pow Hgoy Qodic Took  fep
| € spcot [+]

+ 3 l B hips: /192 168.0.100:6080 c;lmv Google p] . R

ISPConfig

Login

Username admin

Password weree
T Login

Powered by ISConfig

0.5.2 - Mozilla Firefox: - (o] x|
Be Edt Vew ngiory Bockmaks [ook beb
_[ﬂmﬂﬁgu.s.z +
£ [f B https: /19 168.0. 100: 8080 index.phpy | Imv Google P] 4 i -

g

Hame
Latest news Welcome admin |
13430
Tutorial: The Perfect Server - Available Modules Account limits

Ubuntw 13.04 tnginx, BIND,
Humber of email domains

Dovecot, 15PConnig 31 1 1 ==
v < | B
0130426 & Number of madling lsts

Tukorial: The Perfect Server - System Client. Email Monitor S ——
Ubuntu 13.04 (ApacheZ, BIND, b

Dovecot, 15PConfig 3) | | | Humber of email aliases
W013-03-28 w @ . % Humber of domain aliases

Tutarial The Perfect Server - | Siio | bus | Veerver | | Tools Humber of email forwarders
Centos 6.4 xB5_54 Inginx,

Dovecet, 15PCanfig 3) 1 Nurmber of email catchall aceount

013-03-18 g l Humber of email routes B
mees o ot
4 | _rIJ
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ol 3L T 23kitunl (510 pitamaen « V>
ISPConfig 3 slealy - V-,

download the ISPConfig 3 Manual.

. 35U 50 ISPCONTIG L IS Ugero SYSLEI Ol Jobid OT I gt 9 19 puw Castol il 391 Jolis O s S Job
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e Debian: http://www.debian.org/

e ISPConfig: http://www.ispconfig.org/

e  Wiki: http:// Wikipedia.com/

e Howtoforge : http://www.howtoforge.com/perfect-server-debian-wheezy-apache2-bind-
dovecot-ispconfig-3-p3

41

N N N N N N e e N N e e e N N N N N N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e T e Tt Tt T e A
A N e e e e e e e e e e e T T e S

N N N N T e e T T T s


http://www.debian.org/
http://www.ispconfig.org/
http://www.howtoforge.com/perfect-server-debian-wheezy-apache2-bind-dovecot-ispconfig-3-p3
http://www.howtoforge.com/perfect-server-debian-wheezy-apache2-bind-dovecot-ispconfig-3-p3
http://www.howtoforge.com/perfect-server-debian-wheezy-apache2-bind-dovecot-ispconfig-3-p3

N N N N T T e T T s

: Postfix

9 Jo> gz &5 Canl Juoul Jlisl o xisles b g ( mail transfer agent) MTA glgie b jb 2o (5,1 581 p sPOStiX

9335 50 3L Vb il 9 OlwT S w30 b @ s 61531 p 5 Olgie 4 OT jl o lgen 9 39050 03kl Juosl (o2l pummeo

- Cawl 22 a5l jus IBM Secure Mailer g VMailer slapb b

: Dovecot

- Gl JuSig29 oS 9id S Jole ostamnmws (5102 IMAP 5 pOP3 b yie y9 s Juo S Dovecot
: PhpMyAdmin

o 8,5 )15 4 MySql 8315 s80L o 30 (2 9 Cal 3 adbgs PHP 0L b gs PhpMyAdmin 181 p 5
bl sile g 35lg5 g0 9 35S o0 Sluiio MYSAl sl Oldes Sl sl 2 S Canb jI phpMyAdmin .54
) s g piaw3 9 OIS e b 9 SAL & jlie syl bacins) b 9 baakd csla sls ool B3> b 9 pusis

OB fl:u|

srkhunter

ol U J9 siima v Backdoor s s Trojan aws sl )5 b b jl 45 s o 40U 0 LROOKIt
4ol S5 Olgie 4 4l a9lhe by ROOKIL | j sl by Ol g 5 jl sidSiine jluws ROOEKIE o Lulits 45 cglis
AL 359 g0 2] el 590 2 SUDT o sty o5 slaul il 9 NEtCAL 23590 Jio (215 638

Ol S 4 9 N9 (g0 5 )S i 395 (2 il @lge A5 3 9 Jole piuew pge 22l Sl Wby Sl
JUs b (53L) o 9 23S 3985 0T 4 Jole it G 23 02 Olesy 9 Sy 03 Gob Jl 45 223 o 1) 0l

35,91 Caw3y 3315 s 45 1) GleMbl ¢ ol (590 22 Sz sginile sl 4ol 1539 lepbs) cuai b el

2Bl o S gid )5 W8l Bl (Sl (swlio syl 3l p 5 rkhunter 9 Chkrootkit )1 581 e 5 95
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o d9 =l QT),}'...:) 6|b)9)0),¢4g)ﬁlg3&is@d¢crea|time C)),.aﬂ(gl.b)l)élf)i u.a|4su.a|4..s.u
323 Bl j30 4 B O ygo 4 1) 29,5 9 35S Dzl w293 13 ) b OT 45 Cudgs i sSwl OT sl Olg
Sl 4S5 sin sl 598 S8l p s 8l e 95 ul (28,5 (g eol> Ghg) b plaS e Sl 4 e GiLuS $lm

g g0 p3liwl b rootkit juiuw 4l 9 L Malware 8L,
: BinUtils

¢ Jaoanl (510 &S ol (§ 0L s 95 b o (sl I (sl 42 gozmo « BiNULlS 5 a5lw ) le 4 L Binary Utilities
LES1 9 38 g0 uSwizy Sl @igs ST 4 JUissl Jo6 BINULlS .39, oo IS5 (S 3l 9 (o Sl Jlb (610> 9 St

5 (g0 830 1S3 S il (5132 < s alipy b (sl GRS 5 blialS S b

: clamav

231y Sl Sl 0391 01y 3929 b 48 28L o S sid $ayg s sl 0BGl w99 5T S Clamav
IyShell sl b 5 0l>g,5 « pwswl S Bl b g 229 ST Cawl 36 ClaMaV .xa3me 5 o185 Las|
32le5 B g2 S 5l Sy o 13 1) asiel 315 35 1 9 3yles B3> 5 ki

L diuod 45 39 g0 acl OISl (] 45 23L g0 OT S 395 Slwsig) 4 warg BT onl e St I Sy
ales lolid ) o2 wS b sl gug 9 (523 iz 43 9 2BL oy © 0T 03l

o Olidos (5315l Ol ¢ OT S5 S 0.2l (g0 0T 0392 S 9 Gy x> ¢ SIS p 5 (2l Ll se S Sl

2l

: SpamAssassin
D9 50 83litw] el (2wl (510 45 Cannl (595 U1l 9 Juoul Jiid G SpamAssassin
P 338l go pJ dolge Jobd 39 o0 03ltw] mamel (ol sl LT I 4S 5,1

a5 Olyie Sl -
Bayesian Ko i -

DNA oo SW slgtwd -
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S pald aaly SSL -
:AMaViS

@ ¢ UPINI MHSwl S5 Lasl g SpamAssassian « Postfix g bul) &5 (A Mail Virus Scanner) AMaVis

.)9&@@[.»))3)4.3lea)p.)c;'))yoypg';doli_{l) QTuog)._gg)iS.mU))b 2L CusS a5 5sS aolaul

: PHPsuexe

39 2l oo YolS 9 CGl 900 4 L 9 Apache le Jgjle U g 4 35l 50 by e s> PhP

pL 4 )5 L ligoe Apache &5 (pl 4 4295 b 39d o0 | x> Apache Jgjlbe & )gaPHP a5 Jsl cll> s
39 g0 =Inobody ,o)l8 sl jszme L jw PHP  (sla g jSul ¢l b 398 0 | s>l @apache L gnobody
Js7mo 3l 3ably b1 Jo Sy 4 a3 by 9 Jol S 3 by 4 il OB3sSPHP 58 3 b agpliz ool b
G bbb (O ded sl o L6 s 9 3alie 9 1)l joxo S VYV jgoxo) 3w puii YVY @ ) Lol
)9)...;‘5;.9.3'wl,m|3;xwld&.ﬁlu&wlgw>wb;,:sdiléyw)xwagl&dgl)ylSm

.Cwl NON_PHPsuexe L

Sz J= ol Ll

.Cwwl PHPsuexe J= ol

Sigme b uS o slacuy Sl IS (plb 9 @S 0 Lzl Apache jl1 o 5 CGl & ygua 1) Php Gos) ol 1>
S BB ol g 9 238lie 4 jlre j)5 b dawy 4 208 izl Sla Cug Sl 4o )5 9 390 50 =l ) Oloa

35135 o piand OIS b (sld dbgy 9y (1 4 9 39 sidlgs )8 Oled
: PEAR
- Cawl L3 3018 )Ll 9 PHP sla 459331 | =0 4 (PHP Extension and Application Repository)PEAR
:PEAR jllsa
PhPOILI 1 Jb e sl 35 I olisle (gl GLuls sbwl (1

LQJTJIQ%9L°)S&.{).936|XM” v
Php,s o3 4ibg sbaS (sl 3 lxibiel Joliwl S (3
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PHP sla 49331 (sl (51 wilsulis (4

PEAR42ol> gl 512 39815 9 Juosl ol pod 40 (sl 09 (5
:Mcrypt

390 PHP sl 40l 0 5 mcrypt 4Ll jl oslawl sl o bl Olgie 4 45 cwl PHP 459381 SO merypt
I, Blowfishg DES, TripleDES sile ¢y3e sy e )93l jl (s2aws de goze MCIypt GLulS o3 S g0 )13 2Ll

)b 395 09>
:WebDav

S a3 9 s )3 &S Lo Ol Ol IS 4 45 35L oo HTTP SS9 0 1 il drawgs SS90 S5 WebDav

|)N9A5‘59w9‘SU)~J|PJJlS oy ﬁLn)WGbDAV .\.Suorml)s Gal.e.’ o9 Gg)ﬂljbdilé,)hml

IS S 0 2l 8 Webshare s Webserver sisloa (ol g pw (59, sbiwl (ploulr 9 s, sbul 10

° B degommo 9 U (sLad Cu o de s kS Gu )b ¢ 03k 95 S (S a9 $II4SSWeEDDAV  la (S 59 (2 koo

25

323b BLI1 3 T &g 403 5,053 s J1B b 3lgs o (63,015 S Wb « JS59 9 (2l s
u.ob)blds.'i,).g._ca__|4.31.m34{).,_.&560b)lé.'&wl)?M,AlebG&,f))blo.&'bif&)x;lf&lb%liﬂﬂé}%

g

: Xcache

3 PHP sy L1 (silw o us> dabg 45 s Opcod Cache ¢ 4w ,» Xcache g Eaccelerator ¢ APC

351 3¢ 4 1) 9w RAM aliSl> (sla S s (59 028 JolaolS Cusmidg

‘;JLAM a0 g M|,."> PHP )|G&'h.7'=_J)9) Ql;&gﬁb&iT)) &.ﬂ uo,.aa:‘b ))b |) 6)@)[.» U.JMAPC
B2 5 oVl slians APC iy . 35 42813 1) 58 jlow (st 45 35iia el PHP 395 buwss APC Sl sous)

- 2iSae IS 9o RAM U515 1) 528 JilolS (sla

DB LS gl )50 s pod @b LS 4 985,55 B (63332 e 45 Gl SV gb Liwws 3w (Eaccelerator

i Jl S Olized Jl> o 4 blaiShe Jluiis 9, Php 5.4 b Eacclereator . siib awbls 1) o7 4w g5 suad
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S 59 PHP 228 JololS (sl b 3,5 (S 2o ¢ 4] oguas 4 2T 00 wlus 4 la Opcode cache
313y g 390 IS (59, 5L MU 9 Caml gl JmwEaccelerator buwgs
oS Sl Culw w5 b pasd sl g pw b b b ST sl i J9 2dlL GES 3T o 5 @2 2 Xcache

93015 9 pa S 1381 p 5 9 s w9 pu palow b 1) SISl ST oy st SinsS uanman 1) S9dtse dao 95

M.g‘|)§))).g_x.,.gphp.ini)) |)c.5.w._u‘)A,Jgﬂo&lﬁﬁh)&swb)lﬁlwl}aigsb)héebﬁkré@)lwb))

. 298 o0 42190 > L Xcache cuas

Cawl (598 Jluw Object Cache s Memcache . cuwl &glite G99 (S 3T L )15 Mols « Memcache

Il 394 o0 wogi 235L Sz il (gl .l 2315 2BGL (sl (5595 U3 ,S AS (sl GRas e 9

. 394 aslaiwl (Memcache Server) s> 9w <SG (s9,Memcache
:PHP_FPM

S S 19 Jl .Cwwl cwlic heavy-load slaculu e 9 039 PHP FastCGl I )& il 23l G PHP-FPM

13,5 o)Ll juj 3 190 4 Olgs g0 PHP FastCGl slasibw o3ly 1553 5 Jeore PHP L duslio o5 o1
graceful &g 4 L T)9 3300 IS I 9 gord @
25155 plasl il B 39290 S Cumlss ) 4a5ls o
2900 )b 4 azei L aan T 8 slass J s o
iz sla php.ini g uid/gid/chroot/environment L laworker g9 & Ulgs o
Waccelerator L jiw B jL o
SlowlLog xS (slasi T, cads cubls o

29 dinge 23S 20 IS OT )3 48 o sl 2L lssle 55 4S5 siled i PHP-FPM

ol s9 s (51381 Cdraw SIS 3 )15 4 4295 b J1jdle 5 sl pial)ly 385 uasi (i TUNNIG L (5l g

e 9 09w ($9) e s slaei « CPUSRAM
: Mailman
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Qlf._{b,b).&@,.i 09l L) 4 4§ Cunl b S Juo o 1230 sl 0 Lg;b'élf).i &3 25 b u S Mailman

Sg mw Jao L9 213 jli 1) Ogul 3 VL)L deus 9 539 0 ] oS 9t Caliss (sl e (59 Caml

. 2S5 gmail g Sendmail « Postfix sile  ouSsss
: Bind

Ao S p B9 S 3wiS 3195 )9 p0 )3 1) 353Web server Lw)ysT b o gdo subw 3509 sudlys o lods 59

www.ciwcertified.com=¥,Y¥,01,A0 Yo .l 0T ‘_,..pT IP cyiansils « ygpmw O3S

03,5 o3l 45 |z S aslisul 4ol pUj1 pB1 g slacl ol jl oslisul (sl 4 b 3ia3 o0 ez 5 b 10)1S don Lol
s %> )7 53w 9 Laseie sobwl 4 1) 1P w T DNSCids> 5o Cunl 15 csl) il po 40 3T O3y b 4 5

9 03lil (5l e « dials pU Lol xS g0 Culsd yasuie Jg pw 29 o 4 ) JS 1P )3T aa g 4ol pU o S
I B 4 O3 319 (S0 2k ygazzo W )5 DNS 09 .l )5 Czl) e 4 03 pgw )b 4 sl o2

L3S 35litl [P o s T 03 dis slael I e i

sile 3d3we plovil |, Domail Name Service IS ouSiigs W el 13 €5 Cawl (513381 p 5 4ty bind

. 33 plail |, Web Server 15«5 Apache

:Webalizer

395 Colw 3 lg0 4S jI JalS 5 G55 JloT S (sxioilgs oyl 5l o5kl b 45 ISPCONFIG (598l (s xioilgs SO
3,8 0 )l OT (5335 e )38 4 Olgi g0 45 3940 Sl jg p Cucliw 12 9 Gljg) & guas JloT ol .Cudls Sanlys
:AWstats

0 B3 58 Jis J)S )5 09 (Sl iwe sl &S i I (B 0 45 Cawl oun 9 0 Advanced Web Statistics
SS Ole J3 Haseie Oloj SG U3  hit 03,5 JWs Gl @ 9 330 1)l Julow jI Solite £95 AWStats . sus

L3S o o3liswl (ST s LS 3es sl s9pmw 09 SV sla Job I colu
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Ol ¢ 335 OB S 3550 s b Jolis 45 led L9 sla b T ploi Jl o2)155 < AWstats sls SV Sl
Ol ¢ Canwl 22 23kl o Colw 035 s (Sl 0 45 (530S OIS ¢ gt Sy gig0 « SIS wlelw « W hit

..xb)uo45|)||J..3LbLb5AS‘bww(5Lb&£ﬁJcLb
Jailkit

annl 238 Wy Jole otusms ol 3)19BSD F¥ Oloj Sl ljal (2l 45 ChroOt masl 43 35515 (5,139 BSD dunis (sl pitammsun
03,5 133 9 ool o S5 il « st T3 I pam o) 6195 mls 0315 jusis (gl Cal 1 3IChroot
0Tz lio b s 4 2iilys 05 2igib g0 il CHIOOL )3 45 o ld dwg g e T (Sl pitman I gomed
211 p2rlgo Sy 4 2iilg3 03 CHIOOL Jayzo 3 1yl Ul 13 (51 w9 pas ¢ Jadd (yaod 4 300l 4Rb1> (gaw pias>
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